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1. Introduction

A Virtual Private Network (VPN) provides a secure connection between two remote offices or two users over the public
Internet. It provides authentication to secure the encrypted data communicated between the two remote endpoints.

The EVR100 Wireless N Security VPN Router with Gigabit Switch supports Internet Protocol Security (IPSec) and Layer 2
Tunneling Protocol (L2TP over IPSec) to establish VPN tunnel connections. IPSec VPN tunnels support Site-to-Site tunnels
and Client-to-Site tunnels. L2TP over IPSec tunnels provide remote access when connecting Windows native VPN clients.

The EVR100 supports 5 IPSec VPN tunnels, making it ideal for small-office and home-office (SOHO) users. The EVR100 also
provides advanced SPI firewall, denial of service (DoS) attack blocking, MAC filtering, and URL filtering to secure high-
speed network connections.

This Configuration Guide provides step-by-step instructions for setting up the following three VPN tunnels:
1. IPSec Site-to-Site using two EVR100 routers. See the next page.
2. IPSec Client to Site using TheGreenBow as an IPSec client. See page 32.
3. L2TP over IPSec using Microsoft Windows 7 and Windows Vista as VPN clients. See page 47.

This Guide ends with the procedure for configuring an Apple Mac VPN client (see page 83).

EnGenius®
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2. IPSec Site-to-Site

IPSec Site-to-Site VPN tunnels typically are used when two remote locations want to exchange confidential data. To set up
an IPSec Site-to-Site VPN tunnel, configure two EVR100 VPN routers to establish a secured channel. The computers
connected to the EVR100s can then exchange the data securely using the VPN tunnel.

You can set up the VPN profile by either using a friendly, point-and-click Wizard or entering profile settings manually. To
set up your VPN profile in the quickest way possible, use the Wizard (see sections 2.2 ). If you are a technical user and
prefer to set up your VPN profile manually, see sections 2.3 and 2.4.

Local EVR100 (1) Remote EVR100 (2)

m

EVR100 (1)
EVR100 (2)
LAN IP: WAN IP:
192.168.0.100 61.224.231.179 WANIP: LANIP:
218.168.125.207 192.168.2.100

Figure 1. Example of an IPSec Site-to-Site VPN Tunnel
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Note: You can find the EVR100 WAN IP under System > Status.

Wireless VPN Router

| Schedule |

‘ Monitor ‘Lanuae

DHCP Log
|

EnGenius

EVR100

¥ou can use the Status page to monitor the connection status for the WaN/LAM interfaces,
firmware and hardware version numbers, any illegal attempts to access your netwaork and
information on all DHCR client PCs currently connected to your netwark,

Wizard Model  Wireless Gigabit ¥PM Router

System

Mode AP Router

Internet Uptime 6 days 17 hours 48 min 9 sec
| Current Date/Time  2009/01/07 17:50:55
Wireless )

Hardware version  1.0.0

Firewall Serial Number 10C383859

Application version  1.0.10

WAN Settings

Attair 1B Protocp] tabic 1P
IP address £9.178.173.188
Subnet Mask  255.255.255.24
Default Gateway 69.178.172.177
MAC address  00:02:6F:9C:43:39

Primary DNS  64.60.0.17

Secondary DNS  64.60.0.18
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2.1.Using the Wizard to Configure the Local EVR100
This configuration procedure corresponds to the EVR100 (1) in Figure 1.

1. In the left-side of the menu, click VPN.

2. Inthe top menu, click Wizard to display the Setup Wizard.

3. Click Next to create an IPSec Site-to-Site VPN tunnel.

AP Router Mode -

Wireless VPN Router

EVR100

System

Wizard

Internet VPN Wizard will guide you through the setup process for building a simple VPN connection.

Wireless

Firewall

VPN %
Mext |

Advanced

Tools

EnGenius®
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4.  In the Name field, enter a name for the Site-to-Site VPN tunnel. This name is for reference purposes. Click Next.

Please enter the policy name

VPN policy name:

Note. VPN Paolicy is a record which keeps VPN settings for a particular
VPN connection.You can give a meaningful name to it.You can have up

|to 5 policies
| Back | Cancel |

5. Click IPSec, and then click Next.

Please choose VPN connection type

Choose this if you are using other 3™ party
VPN client software,or gateway

L2TP over IPSec Choose this if you are using Windows VPN
client for connection

| Back .Cancel .

EnGenius®
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6. Click Site to Site, and then click Next.

Please choose the IPSec Mode

Client to Site Choose this if you are setting up for Telwork
ar home to office connection

Choose this if you are setting up a VPN
connection between two dedicated VPN
SErvers

| Back - Cancel

EnGenius®
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7.  Complete the following fields:

Security Gateway Enter the WAN IP of the remote EVR100 (2) to which you want to connect. In Figure 1,
this is EVR100 (2).

Remote Address Enter an IP address that is on the same subnet as the LAN IP address of the computer
connected behind the remote EVR100 (2). In Figure 1., for example, enter a remote
address starting with: 192.168.2.x.

Remote Netmask Type 255.255.255.0.

Click Next.

Plaia antar tha IPSac gateway of tha destination natw ok Tar this VPR unnel

ity etuway Typo - RIS

[eg:A0.A00.L00. 100 or www. googhkocom.bw)
eamota Metwork

m 255,755 2550 Q! FS5.55.355.0]

ooy Gateway: the public WAk IF addrese of tha target device.

Eemobe Address; the pivate LAN [P domain of the target private nebwork

B it ] o

Famota Matmask: tha natwark mask of the Remots Addrecs

EnGenius®
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8. Create the Shared key for the local EVR100 (1) VPN, and then click Next.

Note: By default, the SA (Security Association) is ESP-3DES-SHAL. If desired, you can change it after using the Wizard to
add the VPN profile.

Phesme anter the sharsd key for the Wer

fegapplel 2l

MNote Shared key i the PASSHORD for WPH connection Ths password
should b the =ame among 2l ¥FH members for this pobey settng

Bx" I;ml:fl

EnGenius®

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

11

9.  Check the option below to enable the VPN policy, and then click Apply to save the local EVR100 (1) VPN profile.
This completes the procedure for configuring your local EVR100 (1) VPN profile.

¥ Enabda e podicy mmssdiacady

Mote:Pakcy MUST b anablad bo athata tha secting.

EnGenius®
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2.2. Using the Wizard to Configure the Remote EVR100

After you configure the local EVR100, use the following procedure to configure the remote EVR100 VPN Profile. This
procedure is similar to the one used to configure the local EVR100. This configuration procedure corresponds to the
EVR100 (2) in Figure 1. Example of an IPSec Site-to-Site VPN Tunnel.

1. Enter the Name for the remote EVR100 (2) VPN profile, and then click Next.

Please enter the policy name

VPN policy name:

MNote. VPN Policy is a record which keeps VPN settings for a particular
VPN connection.You can give a meaningful name to it.You can have up

to 5 policies
[ Back \ T |

EnGenius®
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2. Click IPSec, and then click Next.

Plades chota o VPN Gorieaction By

Chooss this ¥ wou ane wsineg othar 3™ party
WO chant software.or gateway

Chonses this # you ars using Windows YPN
dizrk for conrpschion

LZTP nyer [Foec

3. Click Site to Site, and then click Next.

Plaaia choos tha [PSe Meds

Chesss this if youl ara satting up Tor Talwork
or heema oo ofice connactan

Cheoae this if vouw are sething up a VPN
connachon betwesn two dedicsted VPR
BETVEFD

Chant to 5E8

Back @ Cancal
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4.  Complete the following fields:

Security Gateway Enter the WAN IP of the local EVR100 (1) to which you want to connect. In Figure 1, this
is EVR100 (1).

Remote Address Enter an IP address that is on the same subnet as the LAN IP address of the computer
connected behind the EVR100 (1). In Figure 1, for example, enter a local address starting
with: 192.168.0.x.

Remote Netmask Type 255.255.255.0.

Click Next.

IP Address -

@.?_24.231.179 j

(eg:69.100.100.100 or www.google.com.tw)

192.168.0.0 eg: 192.168.2.0)
255 255 255 (] eg: 255.255.255.0)

Security Gateway: the public WAN IP address of the target device.

Remote Address: the private LAN [P domain of the target private network.

B

Remote Netmask: the network mask of the Remote Address

EnGenius®
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5. Create the Shared key for the remote EVR100 VPN, and then click Next.
Note: By default, the SA (Security Association) is ESP-3DES-SHAL. If desired, you can change it after using the Wizard to
add the VPN profile.

Please enter the shared key for the VPN

EX N =ce 3DES SHA1

Shared | | 1234567890

(eg:apple123)

| Note.Shared key is the PASSWORD for VPN connection.This password
| should be the same among all VPN members for this policy setting

EnGenius®
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6.  Check the option below to enable the VPN policy, and then click Apply to save the remote EVR100 VPN profile.
This completes the procedure for configuring your remote EVR100 (2) VPN profile.

[¥] Enable this policy immediataly.

Mote:Policy MUST be enabled to activate the setting.

Cancel ]

EnGenius®
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2.3.Configuring the Local EVR100 Manually

The following procedure describes how to manually configure the local EVR100 for an IPSec Site-to-Site VPN tunnel. This
configuration procedure corresponds to the EVR100 (1) in Figurel. Example of an IPSec Site-to-Site VPN Tunnel.

1. In left-side of the menu, click VPN.
2. In the top menu, click Profile Setting.

3. Click Add to create an IPSec Site-to-Site VPN tunnel.

Wireless VPN Router

EnGenius

EVR100

@ Delete All
Sys{em Apply | | Cancel

Wizard

Internet

Wireless

Firewall

VPN

Advanced

Tools

EnGenius®
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4.  Complete the following fields:
Name Enter a name for the local EVR100 (1) VPN profile.

Connection Type Click IPSec.

Shared Key Create a shared key for the local EVR100 (1) VPN profile and Confirm the shared key.

Local ID Type Select IP Address, Domain Name, or E-Mail Address. Then complete the following
fields appropriately.

Local ID If you selected IP Address for Local ID Type, enter the WAN IP address of the local
EVR100 (1).
If you selected Domain Name for Local ID Type, enter the domain name of the local
EVR100 (1).

If you selected E-Mail Address for Local ID Type, enter an email address to identify the
local EVR100 (1).

Peer ID Type Select the same option you chose for Local ID Type.

Peer ID Enter the WAN IP address of the remote EVR100 (2) if you select the IP Address in Peer
ID Type.
Enter the Domain Name of the remote EVR100 (2) if you select the Domain Name in
Peer ID Type.
Enter the email address of the remote EVR100 (2) if you select the E-Mail Address in
Peer ID Type.

EnGenius®
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- SA | Network | Advanced
2.

senao

Authentication Type Ipre-shared key 'I

1234567890 | 3.

|

ey

Local ID : 1|E1.224.231_1?’9| 4.

Peer ID : |21a_153_125_207| 5.

EnGenius®
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5. Select the appropriate encryption and authentication algorithms for the IKE SA.

Exchange Choices are Main mode and Aggressive mode. Main mode provides higher security at
a slower speed than Aggressive mode. The default setting is Main mode. We
recommend you accept this setting.

Encryption Choices are 3DES, AES128, AES192, and AES256. The default setting is 3DES. Choose
the setting that matches the remote EVR100.
Authentication Choices are MD5 and SHAL. SHA1 provides higher security at a slower speed than

MD?5. The default setting is SHAL. Choose the setting that matches the remote EVR100.

| General -Netwod( | Advanced

IKE(Phase 1)Proposal

IMain Mode 'l

Group 2 | =
DES &
SHAT =

i
i

(Seconds)
IPSec(Phase 2)Proposal

1

%
|
E

i

EnGenius®
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6.  Go to the Network tab and complete the following settings.

Security Gateway Type Click IP Address or Domain Name. Then complete the following fields
appropriately.
Security Gateway If you selected IP Address for Security Gateway Type, enter the WAN IP

address of the remote EVR100 (2).

If you selected Domain Name for Security Gateway Type, enter the domain
name of the remote EVR100 (2).

Local Address Enter an IP address that is on the same subnet of the LAN IP address of the
computer connected behind the local EVR100 (1). In Figure 1, for example, the
LAN IP address of the local EVR100 (1) is 192.168.0.100.

Local Netmask Type 255.255.255.0.

Remote Address Enter an IP address that is on the same subnet as the LAN IP address of the
computer connected behind the remote EVR100 (2). In Figure 1, the LAN IP
address of the computer behind the remote EVR100 (2) is 192.168.2.100.

Remote Netmask Type 255.255.255.0.

Click Apply to save your settings.

EnGenius®
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Security Gateway Type: B 5
218.168.125 207
Local Network 3.
dress : 192.168.0.0
255 255 255 0
Remote Network 4.
192.168.2.0

5.
“ Apply I Cancel

7. Check Enable, and then click Apply in the Profile Setting tab to activate the IPSec Site-to-Site VPN tunnel for
EVR100 (1).

1

| sous Pules e
o abieomel e Loca s emote Abiress_Cryt- e | —Gotoway sl

senao IPSec 192.168.0.0/24 192.168.2.0/24 ESP-3DES-SHA1 218.168.125.207 [

3.
Cancel |

Add| Edit|  Delete Selected |  Delete All |

EnGenius®
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8.  Go to the Status tab to see the VPN tunnel status. Blue profiles are configured properly and details are shown
for Transmit Packets, Received Packets, and Uptime in tunnels. Red profiles indicate profiles have setup
problems.

e
e e e ey

5enao IPSec 218.168.125.207 00:03:26

=4

Gonnect | Disconnect |

Example of VPN Tunnel Parameters Configured Successfully

v/
E--wmm-ﬂ

senao IP5ec 218.168.125.207 00:00:00

Connect | Bjjzeniplle: |

Example of VPN Tunnel Parameters Configured Unsuccessfully

EnGenius®
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2.4.Configuring the Remote EVR100 Manually

After you configure the local EVR100, use the following procedure to configure the remote EVR100 VPN Profile. This
procedure is similar to the one used to manually configure the local EVR100. This configuration procedure corresponds to
the EVR100 (2) in Figure 1. Example of an IPSec Site-to-Site VPN Tunnel.

1. In left-side of the menu, click VPN.
2. In the top menu, click Profile Setting to configure the VPN.

3. Click Add to create an IPSec Site-to-Site VPN tunnel.

EnGenius®
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Wireless VPN Router
EnGenius

EVR100

System  Apply | [ Cancel |

Wizard
Internet
Wireless
Firewall
VPN

Advanced

Tools

In the General tab, complete the following settings:

EnGenius®
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Name
Shared Key

Local ID Type

Local ID

Peer ID Type

Peer ID

26

Enter a name for the remote EVR100 (2) VPN profile.
Create a shared key for the remote EVR100 (2) VPN profile and Confirm the shared key.

Select IP Address, Domain Name, or E-Mail Address. Then complete the following
fields appropriately.

If you selected IP Address for Local ID Type, enter the WAN IP address of the remote
EVR100 (2).

If you selected Domain Name for Local ID Type, enter the domain name of the remote
EVR100 (2).

If you selected E-Mail Address for Local ID Type, enter an email address to identify the
remote EVR100 (2).

Select the same option you chose for Local ID Type.

Enter the WAN IP address of the local EVR100 (1) to which you want to connect if you
select the IP Address in Peer ID Type.

Enter the Domain Name of the local EVR100 (1) to which you want to connect if you
select the Domain Name in Peer ID Type.

Enter the email address of the local EVR100 (1) to which you want to connect if you
select the E-Mail Address in Peer ID Type.

EnGenius®
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1234567890
218.168.125.207) 4.
peern:  IFFAEOE
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4.  Select the appropriate encryption and authentication algorithms for the IKE SA.

Exchange Choices are Main mode and Aggressive mode. Main mode provides higher security at
a slower speed than Aggressive mode. The default setting is Main mode. We
recommend you accept this setting. Choose the setting that matches the local EVR100.

Encryption Choices are 3DES, AES128, AES192, and AES256. The default setting is 3DES. Choose
the setting that matches the local EVR100.
Authentication Choices are MD5 and SHAL. SHA1 provides higher security at a slower speed than

MD?5. The default setting is SHAL. Choose the setting that matches the local EVR100.

| Genera!-Netmrk | advanced

IKE(Phase 1)Proposal

Main Mode -
Group 2 =
3DES =

i
L

SHA1 =

:
ﬂ
!

dd |

28500 (Seconds)
IPSec(Phase 2)Proposal

1

|
5

ESP =

3DES =

SHA1 =

¥ Disable

o
m
=
o
=
o

Group 2 &

IQ%UU (Seconds)

EnGenius®
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5. Go to the Network tab and complete the following settings.

Security Gateway Type Click IP Address or Domain Name. Then complete the following fields
appropriately.
Security Gateway If you selected IP Address for Security Gateway Type, enter the WAN IP

address of the local EVR100 (1).

If you selected Domain Name for Security Gateway Type, enter the domain
name of the local EVR100 (1).

Local Address Enter an IP address that is on the same subnet of the LAN IP address of the
computer connected behind the remote EVR100 (2). In Figure 1, The LAN IP
address of the EVR100 (2) is 192.168.2.100. To be on the same subnet, the IP
address must have 192.168.2 as its first three octets (for example, 192.168.2.x).

Local Netmask Type 255.255.255.0.

Remote Address Enter an IP address that is on the same subnet as the LAN IP address of the
computer connected behind the EVR100 (1). In the example, the LAN IP address
of the EVR100 (1) is 192.168.0.100. To be on the same subnet, the IP address
must have 192.168.0 as its first three octets (for example, 192.168.0.x).

Remote Netmask Type 255.255.255.0.

6.  Click Apply to save your settings.

EnGenius®
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G

Local Network

Local Address : 192 168.2.0

Local Netmask :

Remote Network

255 255 255 0

Remote Address :
5.

I[Apply I Cancel

7.  Check Enable and then click Apply in Profile Setting field to activate IPSec site-to-site VPN tunnel for the
remote EVR100 (2).

Remote Netmask :

E---__-

@ senao IPSec 192.168.2.0/24 192.168.0.0/24 ESP-3DES-SHA1 61.224.231.179 [
A.ddl Editl Delete Selected |  Delete All | 3.

Apply | Cancel

EnGenius®
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8.  Go to the Status tab to see the VPN tunnel status. Blue profiles are configured properly and details are shown
for Transmit Packets, Received Packets, and Uptime. Red profiles indicate profiles have setup problems.

ﬂ--__-ﬂ

senao IPSec 61.224.233 179 00:08:59

(Connect | Disconnect |

Example of VPN Tunnel Parameters Configured Successfully

ol _tome |t [0  ot roccit e e oo

senao iP5ec | bLZ224.23.1.179 00:00:00

Connect | [HECaNnest |

Example of VPN Tunnel Parameters Configured Unsuccessfully

EnGenius®
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3. IPSec Client-to-Site VPN

IPSec Client-to-Site VPN tunnels are established by connecting third-party VPN clients with EVR100 VPN routers. This
chapter provides step-by-step instructions for configuring TheGreenBow, a popular VPN client, with the EVR100. Remote
users can access secured, encrypted company data through IPSec Client-to-Site VPN tunnel using a VPN client.

You can set up the IPSec Client-to-Site VPN profile by either using a friendly, point-and-click Wizard or entering profile
settings manually. To set up your VPN profile in the quick way possible, use the Wizard (see section 3.1). If you are a
technical user and prefer to set up your VPN profile manually, see section 3.2.

WAN IP: EVRI00
' WAN IP: LAN IP:
218.160.251.90 218.168.126.8 192.168.0.100

Figure 2. Example of an IPSec Client-to-Site VPN Tunnel

EnGenius®
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3.1.Using the Wizard to Configure the EVR100

1. In left-side of the menu, click VPN.
2. In the top menu, click Wizard to add a VPN profile.

3. Click Next to create an IPSec Client-to-Site VPN profile.

Wireless VPN Router

EVR100

System

Wizard

Internet VPN Wizard will guide you through the setup process for building a simple VPN connection.

Wireless

Firewall

VPN —
=3

Advanced

Tools

EnGenius®
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4. In the Name field, enter a name for the Client-to-Site VPN tunnel. This name is for reference purposes.
Click Next.
‘Stepi: VPN Policy Name.

Please enter the policy name

VPN policy name:
i IPS

ieg: OfficeVPN)

Note. VPN Policy is a record which keeps VPN settings for a particular
| VPN connection.You can give a meaningful name to it.You can have up
|to 5 palicies

[‘Back [ 1|

5. Click IPSec, and then click Next.

Please choose VPN connection type

Choose this if you are using other 3rd party
VPN client software,or gateway

L2TP over IPSec Choose this if you are using Windows VPN
client for connection

| Back Cance\.

EnGenius®
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6. Click Client to Site, and then click Next.

Plearia choo s tha (PS5 Meds

@ Chantto Sks Cheta this il woul ard satting up Tor Tabsork
of Fama to oo connaction

Site ko Sike Cheoae tris if you are s=thing up a VBN
tonnechon between two dedicated VPN
Barvers

Back Cancal

7. Create the Shared key for this Client-to-Site VPN tunnel, and then click Next.

Note: By default, the SA (Security Association) is ESP-3DES-SHAL. If desired, you can change it after using the Wizard to
add the VPN profile.
Staps: shared kay.

tegrapplel 23

Mote Shared key i the PASSHO0RD for VPN connection This password

shoukd b the zsme among sl WFH members for the pobey settrg

EnGenius®
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8.  Enable the VPN policy, and then click Apply to save the Client-to-Site VPN profile.

& Enabla thes pelicy nmesdia ey

Mote:Pokcy MUST b anablad bo athata the setting.

Erack Cancal
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3.2.EVR100 Manual VPN Profile Setting

1. In left-side of the menu, click VPN.

2. In the top menu, click Profile Setting to configure VPN Profile Setting.

3. Click Add to create a Client-to-Site VPN profile.

AP Router Mode =

Wireless VPN Router

FYRIA0" Bvo[enabieNamelrypeloca asireslgemote nadres

System [Apply ] [ Cancel |
Wizard

Internet

Wireless

Firewall

VPN

Advanced

Tools

EnGenius®
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Note: You can find the EVR100 WAN IP settings under System > Status.

Wireless VPN Router

‘S(hadula | ‘ Monitor |LﬂI'II.IﬂE

EnGenius

EVR100
You can use the Status page to monitar the connection status for the WaN/LAN interfaces,
firmware and hardware version numbers, any illegal attempts to access your network and
information on all DHCP client PCs currently connected to your network.,
System
Wizard Model  Wireless Gigabit VPN Router
Mode AP Router
Internet Uptime 6 days 17 hours 48 min 9 sec
N Current Date,/Time  2009/01/07 17:580:55
Wireless
Hardware version  1.0.0
Firewall Serial Number 10C383859
Application version  1.0.10
VPN
Attain IP Protocol  Static IP

Advanced

Tools

I IP address

£9.178.173.188 |

Subnet Mask
Default Gateway
MAC address
Primary DMS
Secondary DMS

EnGenius®
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4. Complete the following fields in the General tab:
Name Enter a name for this Client-to-Site VPN profile. This name is for reference purposes.

Connection Type Click IPsec.

Shared Key Create a shared key for the EVR100 VPN profile and Confirm the shared key.

Local ID If you selected IP Address for Local ID Type, enter the WAN IP address of the EVR100.
If you selected Domain Name for Local ID Type, enter the domain name of the
EVR100.
If you selected E-Mail Address for Local ID Type, enter an email address to identify the
EVR100.

Peer ID Type Leave this field blank.

Peer ID Leave this field blank.

1.
- SA | Network |Advanced

|IF‘Sec_diaI-in
IIF'Sec 'l

pre-shared key =

2.

1234567890 | =+

1123456?890
IIF' Address 'l

{]218_158_125_8 | =

IP Address hd

iiiiii!ii
RHEHBHAE
1T EE

I

EnGenius®
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5. Select appropriate encryption and authentication algorithms for the IKE SA.

Exchange Choices are Main mode and Aggressive mode. Main mode provides higher security at
a slower speed than Aggressive mode. The default setting is Main mode. We
recommend you accept this setting. Choose the setting that matches the local EVR100.

DH Group Choices are DH1: 768-bit random number and DH2: 1024-bit random number.
Encryption Choices are 3DES, AES128, AES192, and AES256. The default setting is 3DES.
Authentication Choices are MD5 and SHAL. SHA1 provides higher security at a slower speed than

MD5. The default setting is SHAL.

- Network | Advanced

IKE(Phase 1)Proposal

]

IMain Mode 'l

Group 2 =
3DES =
SHAT =

dd]

28500 (Seconds)
IPSec(Phase 2)Proposal
ESP =

3JDES

ddd

SHAT =
e oe i U Enable Disable

Group 1 ¥

I288[][] (Seconds)

:

EnGenius®
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6. Go to Network tab and complete Local Network only. Leave Security Gateway Type, Security Gateway, and
Remote Network blank (these settings are for IPSec Site-to-Site VPN settings).

Local Address Enter an IP address on the same subnet of LAN IP address of the computer connected
behind EVR100. In Figure 2, the LAN IP address of the EVR100 is 192.168.0.100. To be on
the same subnet, the IP address must have 192.168.0 as its first three octets (for

example, 192.168.0.x).
Local Netmask Type 255.255.255.0.

Click Apply to save your settings.

-

3.
I Apply I Cancel I

EnGenius®
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7.  Check Enable, and then click Apply in the Profile Setting field to activate IPSec Client-to-site VPN tunnel for

the EVR100.

42

1 2Ip59;—dla[' IPSec 192.168.0.0/24

n
Add| Edit|  Delete Selected |  Delete Al

o enaie] e[ ypo oca Adress o

ESP-3DES-SHA1  0.0,0.0 |

2,

Apply | Cancel |

EnGenius®
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8.  Go to the Status tab to see the VPN tunnel status. Blue profiles are configured properly and details are shown
for Transmit Packets, Received Packets, and Uptime. Red profiles indicate profiles have setup problems.

N Y e T e T e

1 IPSec_dial-in IPSec 218.160.251.90 B0:57:20

Conmest | Lisconmnect |

Example of VPN Tunnel Parameters Configured Successfully

Gateway/Pee|
E----

IPSec_dial-in IPSec 0.0.0.0 00;00:00

Connect | Effzieiepip{=tein |

Example of VPN Tunnel Parameters Configured Unsuccessfully

EnGenius®
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3.3.Configuring TheGreenBow VPN Client

The following procedure describes how to configure TheGreenBow third-party VPN client. If you will use a different VPN
client, you can skip this section.

1. Click VPN Configuration to add a New Phasel.

Ld Phese) 2 IPSec VPN Client
B E:

gm Configurat

Parameters.

% Cornections

Configuring a YPH tunnel:
’Vm Right click on Configuration, and select "Mew Phazel. ‘

EnGenius®
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2. Configure the following settings:
Name Enter a name for the EVR100 VPN tunnel profile. This name is for reference purposes.
Interface Your computer’s IP address appears in this field.

Remote Gateway Enter the WAN IP of the targeted EVR100.

Pre-shared key Enter the pre-share key of the targeted EVR100.
Encryption Select the encryption used by the targeted EVR100.
Authentication Select the authentication used by the targeted EVR100.
Key Group Select the DH Group key of the targeted EVR100

Click Save & Apply.

G LEITSEIRI0
I Cablcan g
KE
Bamtan 65 o | L iuadweet |

Sattmrkeation [5He =
Emyiwiag F\.mpl’uan -

O ek v oigeron SEINENER] Tund @

EnGenius®
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3. On the VPN Configuration menu, click Add Phase2.

IPSec VPN Client

5 Config Hipard Phase1 (Au

Parameters.
MName Issnau_phass_'l
23 Conmections Interface IAny j
ER= T Remote Gateway [215 165126 8

= % sena0_phas_1

& PreshaiedKey |

Canfirm: Ixxxxxxxxxx

" Certificate [Certificate i Bragement

~IKE
Enciyption | 4DES ,] P1 Advanced...

Authentication | SHA =
KepGroup |DH2[1024] | =

= |App\y “WPM canfiguration... Tunnel L]

EnGenius®
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4.  Complete the following settings:
Name Enter a name for the VPN client profile. This name is for reference purposes.
VPN Client Address Your computer’s IP address appears in this field.
Address Type Select Subnet address.
Remote LAN Address/ Enter an IP address and subnet mask which is the same subnet as the LAN subnet of

the EVR100. In Figure, this LAN subnet is 192.168.0.0/255.255.255.0.
Subnet Mask

PFS Uncheck Perfect Forward Secrecy (PFS) to disable it
Authentication Select the authentication used by the targeted EVR100.
Key Group Select the DH Group key of the targeted EVR100

5. Click Save & Apply.

6.  Click Open Tunnel to enable this tunnel.

EnGenius®
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i i S =

| Fis M Comiquation Vo Ik 2

| P50 VPN Cliont

| b Core | Prass2 (PSec Ga
® P T —

B coveckn WP Dok [[H18_ 160 51w
= & Pt apbess it [Gutomi i =]
g ieat LA s
B igeint S ——

=15 Gatwargl

%1 Turnedd

2 | Sewe VPN conkpason

The IPSec VPN tunnel connects successfully, as shown in the following figure.

™ TheGozanSiy ¥ Clerd bl -

bnao_ phase. 1-sendo_pha..
=]
]

Turnsl cpmrme

Carfuaston Chiter
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4. L2TP over IPSec

Layer 2 Tunneling Protocol (L2TP) over IPSec is a tunneling protocol where the L2TP tunnel runs on top of an IPSec
transport-mode connection. You can use L2TP over IPSec VPNs for routers at remote sites and create a demand-dial
connection by connecting with Microsoft Windows’ native L2TP Client or Apple Mac L2TP client.

This chapter shows how to set up a L2TP-over-IPSec VPN tunnel by connecting an EVR100 with Microsoft Windows 7 and
Vista and Apple Mac L2TP clients.

Note: The EVR100 supports only one L2TP over IPSec VPN tunnel.

WAN IP: EVRI100

. LAN IP:
218.160.251.90 WAN IP:
Figure 3. Example of an L2TP-over-IPSec VPN Tunnel 218.168.126.62 192.168.0.100

EnGenius®
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4.1.Using the Wizard to Configure the EVR100

1. In the left-side of the menu, click VPN.

2. In the top menu, click Wizard to add a VPN profile.

3. Click Next to create an L2TP over IPSec VPN profile.

AP Router Mode -

Wireless VPN Router

EVR100

System

Wizard

Internet VPN Wizard will guide you through the setup process for building a simple VPN connection.

Wireless

Firewall

VPN 3
Next |

Advanced

Tools

EnGenius®
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4. In the Name field, enter a name for the L2TP over IPSec VPN tunnel. This name is for reference purposes.

5. Click Next.

Plazza aivter tha pedboy name

WFM policy name:

Mobe, WP Policy is a record whidh keens WPH ssthngs for 8 partiodar
WP connachon. Yoo cen gva 8 meanicghd name ko kYou can heve op

ko 5 pokoe
T T

6. Click L2TP over IPSec, and then click Next.

Plazia chonse WPM connactian typg

IPSer Checezeae this iF wou ara using ot 3™ party
VPN Cllent SaofTwaa, 0F Qadd wiar

& LITF craer IPSeC Choome thes f you are usng Windows VPN
chent for onnachon

Bk Cancal
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7.  Complete the following fields:

Use Name
Password

Server IP

Remote IP Range

Click Next.

A

Enter a name for the L2TP over IPSec VPN tunnel.
Enter a password for the L2TP over IPSec VPN tunnel.

Enter any IP address on a different subnet than the LAN IP address of the computer
connected behind the EVR100. In Figure 3, the EVR100 LAN IP address is
192.168.0.100. In this example, you can select any IP address other than 192.168.0.x).

Enter an IP address range that is on the same subnet as the Server IP address you
entered in the Server IP field, but the range should not include Server IP. For
example, if you specified a Server IP address of 192.168.2.10, you can define a
Remote IP Range of 192.168.2. 100 — 200.

Please enter the setting of L2TP

L2TP Setting:

VPN Server IP Settlng

(eg: guest)

{eg: nkos543)

(eg: 10.0.174.45)

- 200 (eg: 10.0.174.66 -100)

Remote IP range: the private IP domain of the dial-in user

Server IP: the gateway address of the private IP domain

EnGenius®

Back | Cancel
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8.  In the Shared Key field, enter the shared key for EVR100 VPN tunnel. Click Next.

Plezee anter the sharsd key for the YR

fegaoplel23)

Nobe Shared key 3 the PASEWORD for VPN conmection This password

should b= the =sme among sl WP members for this pobey seting
Bx" cmtfl

9.  Enable the VPN policy, and then click Apply to save the VPN profile.

¥ Enabla this pdicy mmediacety

Mirta:Pakoy MUST b anablad bo scthiats tha serting.

Eaca Coancal
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4.2.Configuring the EVR100 Manually

1. In left-side of the menu, click VPN.
2. In the top menu, click Profile Setting to configure VPN.

3. Click Add to create a L2TP over IPSec VPN profile.

Wireless VPN Router
EnGenius

EVR100

System [Apply | [ Cancel |
Wizard

Internet

Wireless

Firewall

VPN

Advanced

Tools

EnGenius®
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4. In the General tab, complete the following settings:
Name Enter a name for the L2TP-over-IPSec VPN tunnel.
Connection Type Click L2TP over IPSec.

Shared Key Create a shared key for the EVR100 VPN profile and Confirm the shared key.

|L2TP aver IPSec 'l
Ipre—shared key "I

EnGenius®
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5. Go to the L2TP tab and configure the following settings:

Authentication Choices are CHAP, PAP, and Auto. We recommend you use Auto.
User Name Enter a user name for the L2TP-over-IPSec VPN tunnel.
Password Enter a password for the L2TP-over-IPSec VPN tunnel.

EnGenius®
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6.  Go to the Network tab and configure the following settings:

Server IP Enter an IP address on a different subnet than the EVR100 LAN IP address. In the
example in Figure 3, the EVR100 LAN IP address is 192.168.0.100. In this example, you
can select any IP address other than 192.168.0.x.

Remote IP Range Enter an IP address range that is on the same subnet as the Server IP address you
entered in the Server IP field. For example, if you specified a Server IP address of
192.168.2.10, you can define a Remote IP Range of 192.168.2. 100 — 200.

Click Apply to save the whole setting.

192.168.2.10
2

{192.168.2.100 -f200 ] 4,

Cancel |

EnGenius®
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7.  Check Enable, and then click Apply in the Profile Setting field to activate the IPSec-over-IPSec VPN tunnel.

1

e
ﬂ-m-__ _m---

192.168.2.100-

senao L2TP over IPSec 192.168.0.0/24 200 N/ 192.168.2.10
Add| Edt|  Delete Selected | Delete Al | 3,

I Cancel

8.  Go to the Status tab to see the VPN tunnel status. Blue profiles are configured properly and details are shown
for Transmit Packets, Received Packets, and Uptime. Red profiles indicate profiles have setup problems.

Note. If your connection protocol uses L2TP over IPSec dial-in, you cannot disconnect manually through the EVR100.

| »rofile Setting Wizard
ho. _tame
L2TP
1 sanao over 10.0.174.222 21 73 00:05:49 ]
IRSed
L2TP
2 senao over 192.168.2.100 4 53 00:05:44 [E
IPSec

Eonnect [s0onniest

Example of VPN Tunnel Parameters Configured Successfully

EnGenius®
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0.0.0.0 0 (t] 00:00:0D 7]

Example of VPN Tunnel Parameters Configured Unsuccessfully

EnGenius®
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4.3.Configuring a Microsoft Windows 7 VPN Client

1. Click the Start button and open the Control Panel.

Lompim
et
Conrenct Ta

Conmtrol Pamd

[ewnos: il Printers

Run_

'.‘.g: Wt Lk
&:I Pl Ly Faefiia

b A Poagems

EnGenius®
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Under Network and Sharing Center, select Set up a new connection or network.

=S|

Q@v@ » Control Panel » All Control Panelftems ¥

Adjust your computer's settings

“’V Action Center

hY

“v’&, Backup and Restore
Date and Time
Device Manager

Ease of Access Center

=

m Intel(R) GMA Driver

I Getting Started

Keyboard

Administrative Tools
Color Management
Default Programs
Devices and Printers
|- Folder Options
HomeGroup

4~ Internet Options

Location and Other
4 Sensors

=
MA Network and Sharing
Center

E

Notification Area Icons

Performance Information
and Tools

\J Power Options

Personalization

Programs and Features

Large icons *

AutoPlay

Credential Manager

Desktop Gadgets
Display

A Fonts

Indexing Options

Java

Mouse
Parental Controls
&7, Phone and Modem

v Realtek HD Audio Manager

'ﬁ‘h. Set up a new connection or netwaork
Set up a wireless, broadband, dial-up, ad hec, or VPN connection; or set up a router or access point.

EnGenius®
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3. Click Connect to a workplace, and then click Use my Internet connection (VPN)

= Set up a dlal up connection

& o

he Internet us

Ip connec

—

62

| g i Comrencn o 0 g

=

How dio you want to oomrect?

v@ [l Connect to a Workplace

Do you want to set up an Internet connection before continuing?

An Internet connection is necessary for using a VPN connection.

= Setup an Internet connection

= I'll set up an Internet connection later

EnGenius®

o Dzl directly

Connect dimthy tn @ phans namier withod going Shoagh the Intemel.

' :& }l

4. We recommend you select I'll set up an Internet connection later.

Cancal
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5. Complete the following fields:

Internet Address Enter the EVR100 WAN IP address.

Destination Name Enter a name for the VPN client.

6. Click Next.

@ L:Lu Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 218.168.126.62|

Destination name: VPN Connection

[ Use a smart card

) ] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection,

Don't connect now; just set it up so [ can connect later

EnGenius®
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7. Complete the following fields:

User Name Enter the user name used to log onto the L2TP over IPSec VPN tunnel.
Password Enter the password used to log onto the L2TP over IPSec VPN tunnel.
Click Create.

[

@ [l Connect to a Warkplace

Type your user name and password

User name: test
Password: S50,
|| Show characters

|| Remember this password

Domain (optional):

Create ‘ Cancel
y

EnGenius®
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8. When the following screen appears, click the Close button to close the VPN connection setting.

P P

|
| o i Commect i Wodmince

he connection is ready o use

A o

| & CONNEC oW

EnGenius®
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9. Select Change adapter settings on the left side of the screen

:‘: <« All Control Panel Items » MNetwork and Sharing Center
S—

&g

Control Panel Home

©
View your basic network information and set up connections
Change adapter settings -h 3% 1 See full map

- -
Change advanced sharing -
settings

WINDOWS-7-LAB Internet
(This computer)

View your active networks Connect to a network
You are currently not connected to any networks.

Change your networking settings

dﬁ;- et up a or network

=

Set up a wireless, broadband, dial-up, ad hoc, er VPN connection; or set up a router or access point.

2 Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information,

EnGenius®
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10. Select VPN Connection you just set, right-click VPN Connection, and select Properties.

i: VPN Connection
S =g Disconnected
&2 WAN r'\.-']il'lllflt: Connect

Status
Set as Default Connection
Create Copy

Create Shortcut
Delete

Rename

C-- -

Properties

EnGenius®
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11. Go to the Security tab and configure the following settings:
e Under Type of VPN, click Layer 2 Tunneling Protocol with IPSec (L2TP/IPSec).
e Check Unencrypted password (PAP).
e Check Challenge Handshake Authentication Protocol (CHAP).
e Click Advanced settings.

12.1n the Advanced Properties window, click Use preshared key for authentication and enter the preshared key
of the target EVR100. Then click OK.

= VPN Connection Properties L&.
| General I Options | Security | Metworking I Sharingl
Type of VPN:
[ Layer 2 Tunneling Protocal with IPsec (L2TP/1PSec}—— x|
Advanced settings
LDiata encryption:
lREquirE encryption {disconnect if server declines) ']
Authentication
") Use Exensible Authentication Protocol {EAP)
dvanced Properties &J
© Allow these protocols @ Use preshared key for authentication

Key: | 1234557330|

" Use certificate for authentication

f the servers certificate

Werify the Mame and Usage attrib

icrosoft CHAP Version 2 (MS-CHAP v2)

|| Automatically use my Windows logon name and
password (and domain, f ary)

OK ] Cancel

EnGenius®
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13.Go to Network and Sharing Center on the bottom-right of the window. Under VPN Connection, click Connect.

YTy 10:47 AM

Currently connected to: *#
F== Network 7 B L Carnecito a Warkplazs
¥ Mo Internet access
The conmectan 5 ready 1o use
Dial-up and YPN ~

VPN Connection :‘ M ,-’_

Vana et 1o 6 L 0 [need connectian befare Yo CON Conre

Open Metwerk and Sharing Center

EnGenius®
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14.Double-click the VPN Connection, and then click the Connect button.

P 5
&« Connect VPN Connection &J

User name: test
Password: LAl
Domain:

[¥]:5ave this user name and password for the following users:;

i@ Me only
'F‘_'s' Aryone who uses this computer
[ Connect JI Cancel || Properties || Help |

15. Verify that you can see the VPN Connection has been established. This concludes the procedure for configuring
a Microsoft Windows 7 VPN client.

._'- YPH Connection
— VPM Connection 2

@ WAN Miniport (LZTP)

EnGenius®
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4.4.Configuring a Microsoft Windows Vista VPN Client

The following procedure describes how to configure a Microsoft Windows Vista VPN client.

1. Click Connect To.

@ Internet

{ Internet Explorer
- &y E-mail engenius
|I'lﬁ Windows Mail

Documents

3%, Backup and Restore Center
! - Pictures
e Command Prompt

Music

@ Vistumbler
Games
H WordPad
Recent tems

- .
g Colasoft Ping Tool Cotopte

Network
Connect To
Control Panel

Default Programs

»  All Programs Help and Support

ort Search A——

EnGenius®
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2. Click Set up a connection or network.

1% 'g” Connect to a network

This computer is connected to Network 16

Windows cannet find any additional networks,

View network computers and devices

ndows cannot find any additional netwarks
——

Open Network and Sharing Center

‘ Cancel

EnGenius®
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3. Click Connect to a workplace to set up a dial-up or VPN connection to your workplace.

@ ‘9" Connect to a network

Choose a connection option

[ %

L‘. Manually connect to a wireless network
as Ch thist

connect to a hi

n  Setup a wireless ad hoc (computer-to-computer) netwark
BoN Setupatem ry networ oran or

m

i TC:Et upa d!al-uplconnelcti

t10 a workplace
-up or VBN ¢

O

Mext ] Cancel |

EnGenius®
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4, Click Use my Internet connection (VPN).

@ 'E: Connect to a workplace

How do you want to connect?

% Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Intemet.

N - @ e

< Dial directly
Connect directly to a phone number without going through the Internet.

[ Ve

is a YPN connection?

Cancel
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5. When the next screen appears select I'll set up an Internet connection later.

@ :gf Connect to a workplace

Do you want to set up an Internet connection before continuing?

An Internet connection is necessary for using @ VPN connection,

# Setup an Internet connection

< TI'll set up an Internet connection later

EnGenius®
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6. Complete the following fields:

Internet address Enter the WAN IP address of the targeted EVR100.

Destination name Enter a name for the VPN connection.

Click Next.

'@ Connect to a workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: 218.168.126.62

Destination name: VPN Cennection

[7] Use a smart card
L v [] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection,

Don't connect now; just set it up so [ can connect later
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7. When the next screen appears, enter the User name and Password of the target EVR100. Then click Create.

T Cannectta s warkplice Ear T Conremioawoiplece
wpe your user name and password The connectian i ready fo s
Lanrname tust
™ >
Pumwearct wan] G »
Shaw charactars

Bemeriser this pasesard

Damasin [ogtianal] :
‘fou nund o vk Uz an inbemat comnactizn oo yau can connec

Crasta Cancal l-_ i ]
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8. Return to Connect to. Then right-click VPN Connection and select Properties.

=) ‘§° Connect to a network

Select a network to connect to

Show |All =

Ll VPN Connection VPN connection
- Connect

Properties

Diagnose why Windows cannot find any additional networks
Set up a connection or network
Open Metwork and Sharing Center

[ Connect ‘ Cancel
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9. Click the Security tab, click Advanced (custom settings), and then click Settings.

. VPN Connection Properties =

=

i General [ Options | Securty | Networking i S-Haringi

Security options
) Typical recommended settings)

@ Advanced (custom settings)

Using these settings requires a knowledge
of security protocals.

See our online privacy statement for data collection and use

oK | Cancel
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10. Check Unencrypted password (PAP) and Challenge Handshake Authentication Protocol (CHAP), and then
click OK.

Advanced Security Settings =]

Data encryption:

Require encryption {disconnect if server dedines) v]

Logon security
" Use Extensible Authentication Protocol (EAP)

@ Allow these protocols

/| Unencrypted password (PAF)

[#] Microsoft CHAP Version 2 (MS-CHAP v2)

[ Automatically use my Windows logon name and
password (and domain, if any)

11. When the following window appears, click Yes.

Metwork Connections l&

Y 0 ) The protecols you have selected include PAP and/or CHAP, If one of
L ' these is negotiated, data encryption will not cceur. Do you want to keep

these settings?
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12. Go to the Networking tab.

13. Under Type of VPN, click L2TP IPsec VPN.
14. Click IPsec Settings.

é VPN Connection Properties &
| General | Options [ Securiy | Metworking | Sharing |

Type of VPN:

| L2TP IPssc VPN -

[ s |

This connection uses the following items

i- Intemet Protocol Version 6 (TCP/IPvE)
& Intemet Protocol Version 4 (TCP/IPv4)
B Filz and Frinter Sharing for Microsoft Networks

g QoS Packet Scheduler
o% Cliert for Microsoft Networks

@ Install.. € Unirstz
Description

TCP/IP version 6. The latest version of the intemet protocol

that provides communication across diverse interconnected
networks.

OK Cancel
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15.1n the IPSec Settings window, click User preshared key for authentication and enter the preshared key of the
target EVR100. Then click OK.

IPsec Settings &J

@ Use preshared key for authentication
Key: 1234567890

" Use certificate for authentication

16. Click OK.

E VPN Connection Properties =X

Networking
Type of VPN
[L27F IPssc VPN -

This connection uses the following items:

Intemet Protocal Version 6 (TCP/IPv6)

4. Imtemet Protocol Version 4 (TCP/IPv4)

g File and Printer Sharing for Microsoft Metworks
g QoS Packet Scheduler

& Client for Microsoft Networks

Description

TCP/IP version 6. The latest version of the intemet protocol
that provides communication across diverse interconnected
networks.
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17. Return to Connect to and click VPN Connection followed by Connect.

‘@ Connect to a network

Select a network to connect to

Show Al E 45

- y
L' VPN Connection VPH connection ;
<=

Diagnose why Windows cannot find any additional networks

Set up a connection or netwaork
Open Network and Sharing Center

Connect Cancel
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18. Complete the following fields:
User name Enter the user name of the target EVR100.
Password Enter the password of the target EVR100.

19. Click Connect. This concludes the procedure for configuring a Microsoft Windows Vista VPN client.

Connect VPN Connecticn [

User name: test
Password: LAl
Domain:

|| Save this user name and password for the following ussrs:

Connect || Cancel || Froperties || Help
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4.5.Configuring an Apple Mac VPN Client

The following procedure describes how to configure an Apple Mac VPN client.

1. Go to System Preferences, and then click Network.

enn System Prefarences
(<[> ] showai ] a
Personal

(e T . 2 -

M B @ o @
Appearance Desktop & Dock Exposé & International Security Spotlight

Screen Saver Spaces

Hardware

9 ) = S

Yy M [ J
Bluetooth CDs & DVDs Displays Energy Keyboard & Trackpad Print & Fax Sound
Saver Mouse

Internet & Network

Ale]la =

MobileMe Network QuickTime Sharing
System
@
2K ¢ »H @& % @
Accounts Date & Time Parental Software Speech Startup Disk Time Machine  Universal
Controls Update Access
Other
FlipdMac
WMV
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2. Click + to create a VPN tunnel. Select VPN.

L. Eala etk T a) Kstanra
< : - e e R Alrbort .
ale || Emowall ¢ e s A i
|alr J| swsan | a )| e N fedie B
Eshesnet
Lomaticn | Aussomatic X ] Selech the interfd  Bhestanth
| i )
e - Airfon PR 4
m A st b il ® ci VPN T gy 1
AlrFart (n sarnesed 10 EnGeniun an b iha Hictsoth foet are
& a'-"'-\-"“_'"_ 0 | 1P asdomus LOCIZEDO.LOA. et Sarvica Marm | AiPon 'FH
g Ensmar & | Metwork Mame: | EnCenius ] g Ethernet Cavcal | Pomass | 1|
| | =, b
| 1
| g Firowiee | sk 1o join mw neIworks PP e i -
Erdavn 8t will bt bl snovaicalh Subnet Masic
F 32 known reraarks a0 svalabl, yoo wl
be st Do TRAE [§40Rg 3 P et e
DNS Sarawr
Saaech Dasaing
@ — [ Show Alrfort satus in menu bar [ Advanced ) (F o o { Advancea... ] 7}
'l !- itk the ok 10 prevent further changes. hssisrme.. ) ¢ Pevart 1 { dpal ) T Coick thi lock o presant funse thangs. [ .n,-,.ﬂT_g_ 3 -__ T— '_' ".."i;"_.'

3. For VPN Type, click L2TP over IPSec.

MO Network

(<[> ][ shonni ] Q

Select the interface and enter a name for the new service.

| Interface: | VPN I-w}‘] !
o AirPort

Connected VR v L2TP over IPSec ]

Bluetooth PPER !
@ i Foonacied Service NamerJAITPorT VEN .]

Ethernet C Eancel) BB B i
L Not Connectec -ﬂ/

o
1
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4. For Server Address, enter the WAN IP address of the targeted EVR100
5. For Account Name, enter the user name of the targeted EVR100.
6.

Click Authentication Settings.

a0 N Network
P 2202 TS
[ <[> ][ Showall (Q
Location: | Automatic )
a AirPort =
Connected . Status: Not Connected
® Bluetooth 8
Mot Connected
@ Fther Godp Configuration: ' Default e
Not Co
e FireWire Server Address: 218.168.126.62
Mot Connected
Account Name: L_Eestl ]
I_’Au[hen[ication Settings... )
Connect
- = "1 Show VPN status in menu bar ( Advanced... ) @
P
'l Click the lock to prevent further changes. [ Assistme... ) If Revert ) [ Apply )
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7. For User Authentication: Password, enter the password of the target EVR100.
8. For Machine Authentication: Shared Secret, enter the shared key of the target EVR100
9. Click OK.

User Authentication:
) Password: | sses
() RSA SecurlD

O Certificate Select...

CJ Kerberos

O CryptoCard

Machine Authentication:

e Shared Secret: I_ sesssEensal
() Certificate Select

Group Name:
(Optional)

l'f Cancel \ F oK 13
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10. Click Apply to connect to the VPN.

(lsla Network

Lol ] CEE——

Location: | Automatic 3]
AirPort =
8 Connected = Status: Not Connected
@ Bluetooth ®
Not Connected
L] E”:'ecTEt Gy Configuration: | Default 3

FireWire Server Address: | 218.168.126.62

Not Connected

i Account Name: test
. AirPort VPN

Not Connected (" Authentication Settings... )
. Connect
i.+ . # . ! EShow\«"PN status in menu bar ( Advanced... ) @
fo
I Click the lock to prevent further changes. f Assist me... \ Ir Revert \ ( Apply )
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